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Resource Configuration Screen
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CREATE AND MANAGE RESOURCES
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Attributes Configurations

CREATE AND MANAGE

User Attributes

Organization Name

Attribute Name

accountenabled

activatedokta

ad_accountExpirationDate

ad_accountExpires

ad_c

ad_cn

ad_co

ad_company

ad_countryCode

ad_department

ad_description

Tenant Name

Organization Name

QOrganization Name

Organization Name

QOrganization Name

Organization Name

QOrganization Name

Organization Name

Organization Name

Organization Name

Organization Name

Organization Name

Display Name

accountEnabled

Activated Okta

ad_accountExpirationDate

ad_accountExpires

ad_c

ad_cn

ad_co

ad_company

ad_countryCode

ad_department

AD Description

Attribute Type

Text

Text

Text

Text

Text

Text

Text

Text

Text

Text

Text

Added Date

11/04/2022 22:37:52

07/21/2024131312

03/11/202200:16:20

03/11/2022 00:16:20

03/11/202200:16:20

03/11/2022 00:16:20

03/11/2022 00:16:20

03/11/2022 00:16:20

03/11/2022 00:16:20

03/11/2022 00:16:20

00/13/2023 03:04:18

Added By

graadmin

graadmin

graadmin

graadmin

graadmin

graadmin

graadmin

graadmin

graadmin

graadmin

graadmin

Attribute Name v

Modified Date

Ascending v Showing 300f209 Search

Modified By

Action

D D
0 D
0
0

Qa"




Pipelines Creation for respective data sources 244

#!GRA Dashboard Investigate Studio Respond Reports Pipelines Configure Q  openceses (YR

& | Organizati.. Ingestion %) Add Pipeline

GRAUSER POLICIES RESOURCEATTRIBUTES RESOURCES ROLEENTITLEMENTS ROLES Showingzsnfza

Tenant Name Data Source 1 History Action

Okta_Base_Line_Data_Ingestion Qrganization Name DefaultFileSystem Okta Enabled €9 Audit History

PaloAltoGlobalProtectData Organization Name DefaultFileSystem Palo Alto Global Protect Enabled €9 Audit History -
Phase1-PhishsingDataSimulator Organization Name DefaultFileSystem Email Enabled €O Audit History -
Printer_Data_Ingestion_CSV Qrganization Name DefaultFileSystem Print Enabled 49 Audit History -
SharePoint_Metadata Organization Name DefaultFileSystem Office 365 Sharepoint Disabled €0 Audit History
SharepointDLPDemoData Organization Name DefaultFileSystem Office 365 Sharepoint Enabled €O Audit History
SIEM_Vulnerability_Data_CSV_V3 Organization Name DefaultFileSystem tenable Enabled €9 Audit History
Threat_Intelligence_Data Organization Name DefaultFileSystem Threat Intelligence Enabled €9 Audit History
Custom_Alert_Data_Source Qrganization Name DefaultSyslog Suricata Alert Enabled €0 Audit History
GRA Data Analytics - Consolidated Dashboard Organization Name DefaultSyslog Gurucul DLP Analytics Enabled Audit History

GRA Syslog Threat_Intelligence_Data_ThreatFox Qrganization Name DefaultSyslog Threat Intelligence Disabled Audit History

Gurucul DLP Analytics Data Ingestion - CSV Data

() Disable
October 30 2024
7:48:07 AM uTC)




Data Ingestion Status for each pipeline c

*GRA Dashboard Investigate Studio Respond Reports Pipelines Configure Q CDEI]CES@S“

& | Organizati.. v Ingestion %) GRASyslogAzu.. (%) Add Pipeline

Data A

Source Resource PP Parser PP Mapping
Notifications ‘ DEFAULTSYSLOG AZURE AD SIG..

Show Chart

Start Time ~  Descending v Showing6of 6 Search

Source Description Start Time End Time Total Output Reco.. Total Skipped Rec... Total Updated Rec... Total Failed Records | Status

GRA Syslog Azure 10/30/2024 10/30/2024

13 STREAMED
AD Signin 04:00:09 00:00:00

GRA Syslog

GRA Syslog Azure 10/29/2024 10/30/2024

GRA Syslo
Syslog AD Sign-in 04:00:10 00:00:00

STREAMED

GRA Syslog Azure 10/28/2024 10/29/2024

GRA Syslo
Syslog AD Sign-n 04:00:09 00:00:00

STREAMED

GRA Syslog Azure 10/27/2024 10/28/2024

STREAMED
AD Sign-in 04:00:09 00:00:00

GRA Syslog

GRA Syslog Azure 10/26/2024 10/27/2024

GRA Syslo
Syslog AD Sign-in 04:00:03 00:00:00

STREAMED

GRA Syslog Azure 10/25/2024 10/26/2024

GRA Sysl
Syslog AD Sign-n 1216:34 00:00:00

STREAMED

October 30™ 2024
N AM




Investigate 01 244
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+) Add Alert + Load Report History

TODAY YESTERDAY LAST24HOURS LAST7DAYS LAST30DAYS PREVIOUSWEEK PREVIOUSMONTH  PREVIOUS 3MONTHS  PREVIOUS 6 MONTHS  PREVIOUS 12 MONTHS Real Time 22 Custom Date

iE ACTIVITIES A ANOMALIES 2 USERS m ACCOUNTS i ENTITIES ‘.Q ROLES L:.‘, ENTITLEMENTS é ACCOUNT ENTITLEMENTS E‘D RESOURCES PEER GROUPS Poy WATCHLISTS 1 ASSETS

How to Search

The feature enables a user to submit a specific search query and filter the data based on the query. The tabs Ac
Accounts display the distinct values of their attributes based on the search query.

>Explore Investigate Search

Users can view specific Data
required to initiate Investigation
e.g.

Activity Data, Anomalies, Users,
Entities, Watchlist

> Saved Queries

October 30™ 2024

8:14:53 AM(uTc)




Investigate 02 (Activities) 0

' GBRA  Dashboard Investigate Studio Respond Reports Pipelines Configure Q  opencases [JEYP

+ Add Alert Load Report History
Here Today’s data is being viewed for all the
activities

—
mmﬂ L ~ waol JDAYS LAST30DAYS PREVIOUSWEEK PREVIOUSMONTH  PREVIOUS3 MONTHS  PREVIOUS6MONTHS  PREVIOUS 12 MONTHS Real Time -]

Custom Date

WATCHLISTS ASSETS
L = o O

{31 | AGTIVITIES. |, | ANOMAUES | o |USERS |4y ACCONTS | oo ENTITES o ROLES |yyy ENTITLEMENTS | g | ACCOUNTENTITLEMENTS |7 RESOURCES | PEERGROUPS
955K ’ = - H. = ]

o . Show Chart
Attributes (4 < Hide G - W optons Y

200 Employee ID Showing 10 of 95.5K
0 hostname Time ~ Event -
25 Resource Name
200 Account Name 10[]83%2023 Employee D = nilesh@aftomathis.com  Tenant Name = Organization Name ~ Resource Name = Google Workspace License  Event= Event Type = IP Address = Audit Date = 10/30/2024 08:20:04  Event Day=10/30/2024  Machine ID
0 o = selflink = https://li il i pps/li ing/v1/product/Google-Apps/sku/1010020026/user/nilesh@aftomathis.com productid = Google-Apps  kind = licensing#licenseAssignment productname = Google Workspace
alerttype etags = "0gSM-VIRp0O qeulVABTTqNxyBOpdTjewPHEY/C 0QABigZ3bjqyBMg6Q-K"  skuid = 1010020026  skuname = Google Workspace Enterprise Standard  Rew Message
2 application
200 autonomoussystemnumbe: rawmessages = {"skuName":"Google Workspace Enterprise Standard”, productld":"Google-Apps”,kind™-'licensing#licenseAssignment”,'etags”:"\"0g5M-vtRpOI qeul VBT Tql HBY/C! 0QABigZ3bjqyBMg6Q-k\", userid™ nilesh@aft
200 autonomoussystemnumbe omathis.com”"skuld"*1010020026"p "*Google " selfLink": https://li pp: ing/v1/p gle-Apps/sku/1010020026/user/nil is.com’}
0 categorycount
0 confidencelevel 9138%0202;‘ Employee ID = jh12961@aftomathis.com  Tenant Name = Organization Name  Resource Name = Google Workspace License  Event = Even IP Address = Audit Date = 10/30/2024 08:20:04 Event Day = 10/30/2024
)/30/! .
0 confidencelevelint Machine ID =
116 country
0 Endpoint Type 9138%0202;‘ Employee D = apintegrationuser@aftomathis.com  Tenant Name = Organization Name  Resource Name = Google W Event = Event Type = IP Address = Audit Date = 10/30/2024 08:20:04  Event Day = 10/30/2024
)/30/! .
0 eventcategory Machine ID =
200 Event
1 eventid 9?3%(;02? EmployeelD=  Tenant Name = Organization Name ~ Resource Name = Fortinet  Even] Audit Date = 10/30/2024 08:20:01  Event Day = 10/30/2024.
YERT!
16 Event Type f ich |
0 group 08:20:00 (@ EmployeelD=  Tenant Name = Organi Users can refer enriched 0gs Audit Date = 10/30/2024 08:20:01  Event Day = 10/30/2024
10/30/2024 .
200 hostname along with the raw |Og
0 iocdescription 08:20:00 Employee D= Tenant Name - Organization Name ype - signaturs  Audit Date = 10/30/2024 08:20:01  Event Day - 10/30/2024
10/30/2024
0 ioctype g
& 9?33202? Employee D= Tenant Name = Organization Name  Resource Name = Fortinet  Event= Event Type = signature  Audit Date = 10/30/2024 08:20:01  Event Day = 10/30/2024
YERT!

October 3

2
8:20:31 MMy




Investigate 03 (Users) 0
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Load Report History

Total Users

. ACTIVITIES ANOMALIES USERS ACCOUNTS = ENTITIES ROLES . ENTITLEMENTS ACCOUNT ENTITLEMENTS RESOURCES &+ | PEER GROUPS WATCHLISTS ASSETS
i A il 5 2 i1 2 I} a- © e

Attributes < Hide User Risk v | Descending v Showing300f 60.3K7 ] g | AllUsers

°
56 Department Name Department 60 . 3 K a_—
& Employee ID Tenant Name & Title Manager Risk Identified Date Risky Since (In Days) User Risk

Watchlist Users °
KenWinston Q@ . Sales and Trading -
e 22083 @ Qrganization Name Senior Trust Consuitant yb36657 09/12/2024 48 m 9 5 3 . 5 K
Terminated Users
[
A ElishaPenman & ) Equity Research 73 -
‘q ep15379 @ Organization Name Investment Managemen... 52121 09/13/2024 47 m 9 4
High Risk Users
L
d -
E‘\_f; I;;:;?;.Jacob % Organization Name g:‘:_az?:: ac23116 09/12/2024 48 m 9 2 1 4
Brlef User Desktop Support Engineer Departing Users °
Information along -
JamesCarter & ) IT Infrastructure
Wlth the Rlsk 'a 1€24065 @ Organization Name Cloud Architect bf61093 09/13/2024 47 m 9 1
SCO re New Hires °
»ﬂ. ClareGoughlan % Organization Name ;‘;::’::mem 506898 09/12/2024 8 3 387/
Personal Banker
AnyaChappelle & . Consumer Lending
25761 @ Organization Name Personal Banker av23071 09/19/2024 41 m 87
BoStoneman & . Private Banking
5541990 @ Organization Name AntiMoney Laundering . mc48143 09/19/2024 41 m 87

October 30™ 2024

8:25:39 AM(uTc)



User Profile 01

“'GRA Dashboard Investigate Studio Respond

-
. Ken Winston @ U= e
= Senior Trust Cons, yb36657

Wi kw22083 DEPARTMENT

ACTIVE

Expand for more Sales and Trading

< Sep08-Sepl15 >

1 RISK
34% increase in risk score
for time period

ANOMALIES
10 0f 11 Anomalies are new
for time period

i1 ACTIVITIES

DEVICES &
PLACES

User Profile Overview

Reports

START DATE
05/19/2011

Pipelines

END

08/01

Configure

DATE
/2023

Watch list/Risk/. lies/Cases "‘mé“m

MONTHLY ~ WEEKLY DAILY

RISK ANOMALIES CASES

i Fom 09/08/2024 o 09/15/2024

09/16




User Profile 02

90 RISK Anomalies detected with anomalous transactions across 4 resources in a duration of 15 hrs, 52 mins, 11 secs

ACTIVITIES ANOMALIES CLASSIFIERS START TIME END TIME DURATION

* 10 Ironport ative departing user gurucul 11:07:10 PM 11:53:10 PM 46 mins

Compliance -> CISA
Insider Threat -> Data Exfiltration
SEDEMO

Resources > CrowdStrike 11:04:03 PM 11:04:03 PM
Compliance -> SOX
SEDEMO

Financial Record... ve e Resources -> Financial Records Applicat... 03:02:14 PM 05:55:29 PM 2 hrs, 53 mins, 15 secs

SEDEMO
Categories -> Qutlier Analysis

Financial Record... Spike In Ac g Resources -> Financial Records Applicat... 09:22:02 AM 05:59:53 PM 8 hrs, 37 mins, 51 secs

SEDEMO
Categories -> Outlier Analysis

Financial Record... Resources -> Financial Records Applicat... 09:11:40 AM 06:00:52 PM 8 hrs, 49 mins, 12 secs

SEDEMO
Categories -> Outlier Analysis

Cisco Proxy ctive Flight Ris sive Activity on Job 08:00:59 AM 06:23:41 PM 10 hrs, 22 mins, 42 secs
2 Categories -> Frequency Analysis
Resources -> Cisco Proxy

SEDEMU

Cisco Proxy ) tio 08:00:59 AM 06:23:41 PM 10 hrs, 22 mins, 42 secs
Categories -> Frequency Analysis

1 H 1 B ) Resources -> Cisco Prox
Brief |nformat|_on SEDEMO !
about Anomalies

CASEID STATUS ACTION

143 Open Q) Investigate  ~» Respond

October 30% 2024
8:44:02 *M(uTC) D 0O =




Investigate 04 (Entities) 0
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Load Report History

Total Entities

. ACTIVITIES ANOMALIES USERS ACCOUNTS = ENTITIES ROLES | = ENTITLEMENTS ACCOUNT ENTITLEMENTS RESOURCES -5  PEER GROUPS WATCHLISTS ASSETS
i A a ® x| = it 2 @ “H- o fna

Risk Score ~ Descending v Showing 30 of 31.1K[ ] 4
First Seen
Entity Value Tenant Name Entity Name & Last Seen Risk Identified Date Risky Since (In Days) Risk Score
o hostname
DESKTOP-WIN-198 L@ Qrganization Name hostname ?;ﬂ?gﬁgfﬁ?sjz 09/12/2024 48 m 9 5
Source IP Address
192.168.7.40 10/04/2024 06:52:19
pource |P Address 10/04/2024 06:52:19 10/04/2024 26 m 90
Brief Entity
Information ource IP Address
192.168.7.41 . 09/20/2024 11:52:47
along with the  [ource IP Address 09/20/2024 11:52:47 09/18/2024 42 m 89
Risk Score
High Risk ource IP Address
192.168.7.47 o 9/20/2024 11:52:47
% Organization Name| entlFleS would Bource IP Address 39,";0/02,;2311 gy 09/18/2024 42 m 89
be displayed at
the TOp ource IP Address
192.168.7.46 % Organization Name Source IP Address 09/20/2024 11:5247 00/19/2024 41 E3 39
a Client ID
ca03s L@ Organization Name Client ID ;13’.;"1]’;]2,5302:3(5]:?;35.15 10/10/2024 20 m 89

October 30" 2024

8:30:14 AM(uTc)




Entity Profile 01

'GRA Dashboard  Investigate  Studio  Respond  Reports  Pipelines  Configure n E

Watch list/Risk/Anomalies/Cases
I——U hostname E FIRST SEEN LASTSCANDATE OPERATING 5YSTEM  OWNER WATCHLISTS RISK ANOMALIES CASES

HE DESKTOPWIN-198 06282032345, 20240116T1319... Windows 10 Use2427 0

LAST SEEN TYPE
10/15/202419:44: workstation

< Sep08-Sep1d > NONTHY  WEEQY DMLY £ Fom 03082024 o 097157024

09/08 09/09 09/10 09/11 09/12 S 0913 09/14 09/15 09/16

I RISK )

95% increase in risk score
for fime period

ANOMALIES )

3 of 3 Anomalies are new
for fime period

i1 ACTIVITIES )

DEVICES & )
PLACES

Entity Profile Overview



Entity Profile 02

Timeline Date Specific Anomalies Detection

95RISK @ 3 Anomalies detected with 5 anomalous transactions across 2 resources in a duration of 3 mins, 57 secs

91121 M} ACTIVITIES

® 2 CarbonBlack

2 CarbonBlack

® 1  ZscalerProyy

L . CASEID
Brief information

about Anomalies
195

8:48:31 Me)

ANOMALIES CLASSIFIERS START TIME

Categories -> Host Compromise 09:15:18 AM
Resources > Carbon Black

Resources-> Carbon Black 09:11:21 AM
Categories > Suspicious or Malicious B...

Categories > Command and Control

Categories > Host Compromise 09:11:21 AM
Categories > Suspicious or Malicious B...
Resources-> Zscaler Proxy

STATUS ACTION

Open 0, Imesigte  Respond

END TIME

09:15:18 AM

09:1518 AM

091121 AM

DURATION

3 mins, 57 secs




Investigate 05 (Resources)

Dashboard Investigate Studio Respond Reports Pipelines

*#GRA

Total Resources

New Search query

Ln. ACTIVITIES e ANOMALIES 2 USERS = ACCOUNTS = ENTITIES ‘.o ROLES -ﬁ-? ENTITLEMENTS

=

Configure

2 ACCOUNT ENTIN LeneS

s RESOURCES
ED 3.2

Q Open Cases n

+) Save

PEER GROUPS

H o WATCHLISTS [nal ASSETS

Attributes < Hide Risk Score v Descending v Showing300f3.2K7 7 #*  Firewall
12 Owner Name Resource Class 6 64
7 Resource Class & Resource Group Tenant Name & Resource Type Owner Risk Identified Date Risky Since (In Days) Risk Score
2 Asset Value Cloud Applicat
Windows Security PROD graadmin
Qperating Systems Organization Name Application 09/11/2024 49 m 9 5 4 5 3
DEFAULT
nport PROD graadmin 1 91
B Organization Name Application 03/01/2024 243 m 8 8
Brief Resource D_LIP7O
i Google Workspace _— PROD graadmin
Info r{;l atlﬂonRalcli(ng Cloud Applcations Organization Name Appication 10/08/2024 22 m 8 7
Wi e RIS i
Threat Inteli...
Score ! )
HghRisk | 08 sanons o, oo« gEm 87 22
Resources would O‘ieriiin?yst :
be d|sp|ayed at Digital Guardian Grganization Name PROD graadmin 06/19/2024 133
the Top DLP Application
Zscaler Proxy _— PROD graadmin
Proxy Organization Name Application 09/18/2024 42 m 8 7
Okta _— PROD graadmin
DEFAULT Organization Name Application 05/29/2024 154 m 8 7

October 30" 2024

Load History

o

o

o

o

o

o

More..




Investigate 06 (Watchlist) 0
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History
Admins/Analyst can have their customized watch list to track the high

risk/potentially high risks users/entities

i ACTIVITIES A ANOMALIES 2 USERS a2t ACCOUNTS i ENTITIES ‘.9 ROLES i ENTITLEMENTS 2 ACCOUNT ENTITLEMENTS ) RESOURCES H PEER GROUPS Po S WATCHLISTS e ASSETS

=

3.5
Attributes ¢ Hide User Risk ~ | Descending v Showing300f3.5K] ] g
46 Department Name Department
70 Title & Employee ID Tenant Name & Title Manager Risk Identified Date Risky Since (In Days) User Risk
8 City
32 Country KenWinston K ) Sales and Trading m
e kw22083 Organization Name Senior Trust Consultant ¥b36657 09/12/2024 4 9 5
é Elisha Penman 5} X Equity Research
‘q ep15379 Organization Name investment Management ope..  ©'52121 09/13/2024 47 m 94
-\. HenryJacob ] X Back Office Operations
R; hi7za9a Organization Name Deskiop Support Engineer ac23116 09/12/2024 48 m 9 2
James Carter €] X IT Infrastructure
g ic24065 Organization Name Cloud Architect bf61093 09/13/2024 47 m 9 1
. Claire Coughlan &) . Liquidity Management
‘R US62437 Organization Name Personal Banker 506898 09/12/2024 48 m 87
JackHicks ] . Back Office Operations
@ h12061 Organization Name Custody Investment Specialist ad33001 10/08/2024 22 m 85
Jm:} Markus Jones (] . Sales and Trading
“ "“‘ mj36141 Organization Name Custody Investment Specialist 1926926 09/11/2024 49 m 84

October 30% 2024

8:54:22 AMuTC) 9 0 &



Models 01 2
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& | Organizati. + Studio (%) Add canvas

Model Name Tenant Name Added Date Added By Modified Date Modified By History Action
Zscaler Proxy -

Suspicious Payload Organization Name 08/24/2023 20:09:24 graadmin 10/15/202416:30:30 amol.bhagwat €0 Audit History ‘
Download Q) Disable
Zscaler Proxy -

Payload Delivery -

Rare Website Access Organization Name 07/26/2023 00:59:30 graadmin 09/14/2024 05:37:50 graadmin €0 Audit History ‘
followed by Document Q) isadle

Download

Windows Security -

Security Group in
Short Time Span

Windows Security -
Indows Security Organization Name 10/15/2024 19:09:07 mikel.s 10/15/202419:35:46 mikel.s €0 Audit History
Kerberoasting Attack @) Disable

Windows Security -

E ive Kerb
Heessive Rerberos Organization Name 10/15/202419:54:17  mikel.s D) Audit History
Tickets Requeseted in @) Disable

Short Period of Time

it
it
User Added and Edit
Removed from Organization Name 10/15/2024 19:58:12 mikel.s 10/15/2024 19:59:10 mikel.s €0 Audit History o
Disable
it
it

Windows Host - Pass
October 30% 2024

9:05:52 ™M (urc) D @ & H




Models 02

GRA Dashboard Investigate Respond Reports Pipelines

& | Organizati.. v Studio %) Windows Securi... %) Add Canvas ENABLE ow. T CLONE 1 PREVEW #  EXECUTEMODEL | (%) Findings

Edit Behavior Model
Data A

" Entity Resource Model Resource
Models 5 HOSTNAME ( 2} . WINDOWS SECU... *0 WINDOWS SECU... ( 2 ) WINDOWS SECU...
Risk Aggregation A L
Visualize =%
Windows Security - Kerberoas
Actions @

Model Filter Resource Model
L J WINDOWS SECU... ( X ] 120 MINUTES L 2 ] WINDOWS SECU... WINDOWS SECU...
Configuration {@} ®
This template is used to
detect threats based on the

known single or multi-feature

October 30™ 2024
9:08:10 AM(uTc)




Custom Dashboards 01 (Admin)

MI - Admin Dashboard T
Top Resource Activity Trend
DHCP

Ironport

Proxy

Ingested Activities - Real time

Active Running Jobs

Octaber 30" 2024
9:16:57 AM(UTC)

Activity
Trend Risky Resources C..[ 1

Active Agents Cou..r 7 ©

0 22

Resources Trend

W Proxy
GRA Agent
B vPe
ler Proxy
Gurucul Risk Analytics
[l Fortinet
W Sharepoint
DHCP
W Juniper 0S
ExtraHop Detection

Inactive Agents C...

: Open Alerts Count

2K

Cases

®

WIN-57KCGQ6CIUS
GRAADMIN
cs74
ec29027
GRAADMN
cs7
ff17857
‘GRAADMIN
CS169
€8033
GRAADMIN
CS168

C3009
GRAADMIN
€8167

Incident Alerts Co...[

Open Cases

9 @ a@=

g




Custom Dashboards 02 (Executive)

Executive
Dashboard

“GRA Dashboard

CIS0O / Executive Dashboard T
(Cases - Actions Per Day 1C: 12 Menths - Open Cases Trend L i Monthly Flagged Anomalies Per model 1C 1 C Licensed Entities

— Users — Entities

31.1K

New Monthly Model Coverage 1 C Monthly Cases Opened vs Closed 1 C Findings per Resource 1 C True Positive Incidents

Open — Closed — Risk Accepted — o — Risk Accepted — Model Reviewed
[

MITRE I2C3 Users Escalated

g4 , Ken Winston
B o

TAQDO7. Discovery |  TADIIO: Exfitration TADD4G: Impsct Resource Devslopment o
Elisha Penman
T

October 30° 2024
9:20:41 AM(uTC)




Custom Dashboards 03 (Compliance)

GRA | Dashboard

Investigate Studio

ITDR Insights Dashboard ¥

Monitored Users 11  :

60.3K

Top ITDR Alerts

Ry
\

Accounts  ©3 ¢

75.9K

Service Acco...” ]

134

Initial Access / Phishing Session Hijacking

Rare / Risky Geo location

hb16867
No Data to Display

cwb7388

October 30 2024
9:11:09 AM (yTC)

Respond

Reports

Identity Sources [ ¢

17.3K

ITDR Risky Users
hj723 e
Desktop Support Engineer

US624:

Ll
Persona| Banker

Authentication Failed - Last 24 Hrs

Pipelines

ITDR Alerts

0

ITDR Risky Privileged Users

IDZ .
3 4 Coud archnect

[

L e
Business Banking Loan Administ...

Accounts Locked Out - Last 24 Hrs

No Data to Display

ITDR Cases BY @ 5

Entitlements

Emtitlements
ITDR Risky Service Accounts | 3
. svc_app_win_1
. sve_app_win_3
. sve_app_win_2

DC Attacks

Policy Configuration Changes

policy.evaluate_sign_on

policy.mapping.create:
Ja—

Add new
Widget

Compliance
Dashboards

Add new
Dashboard

Complianc

Compliance - FISMA
Compliance - GDPR
Compliance - GLBA
Compliance - GPG 13
Compliance - HIPAA
Compliance - ISLP
Compliance - ISO
Compliance - NERC CIP
Compliance - NESA UAE

Compliance - Network
vall Mon|

Compliance - Network Traffic
oring

Compliance - NIST
Compliance - PCI DSS

Compliance - PDPA

Add Dashboard -

D O &




Custom Dashboards 04 (MITRE)

GRRA Dashboard

1-MITRE Dashboard T
MITRE Incidents by Data Source 1 ® F Recent True Positive TTPs

Brute Force Authentication Attempts - Failed L.
o b

Open Closed — Risk Accepted — Model Reviewed essful login attempt after continuous

[l

MITRE

TA0OOQ7: Discovery | TADO10: Exfiltration Dkeruru Initial Access Persistence Privilege Escalation Defense Evasion (Credential Access Discovery Lateral Movement Collection
evelopment

phishing
chment

phishing Link

October 30 2024 - ) 7
9:28:55 AM(yTC 0D @ & 4




Reports 01

'GRA Dashboard Investigate Studio Respond

& | Organizati.. ~

Report Name

Description

Type

Pipelines

Configure

Administrator

Created Date

Report Name v

History

CLASSIFIERS

v Showing 30 of 253 Search q

Action

13 Clear History Summary Report

S0X Compliance Report

Custom Reports

graadmin

10/11/2023 05:49:46

T) View History

7 Weekly Network DOS Summary Report

AAAzureAD_Login

Access Collector Report

Activity by Country

Activity Details By Department Report

October 307 2024
9:31:54 AM(yTC)

NESA Compliance Report

reportDesc_1696443918157

Listing of users and associated accounts
that have not been used for a period of
time

reportDesc_1725032165621

List of Activities Grouped by Department

Custom Reports

Investigate Queries

User Reports

Investigate Queries

Custom Reports

graadmin

graadmin

graadmin

fernando.arias@gurucul.com

grauser

10/11/2023 07:03:44

07/06/2023 11:21:26

03/11/2022 00:16:15

08/30/2024 15:36:56

03/11/2022 00:16:15

¢T) View History

1) View History

€T) View History

%) View History

1) View History




Reports 02

(:L'J) Run Now

| Report Name * Description Type Administrator Created Date History Action |
- _ ) graadmin o
' AAAzureAD_Login reportDesc_1696443918157 Investigate Queries 07/06/202311:21:26 {T) View History
Eecufion Date v Descending v Showing3of3  Search
Report Id Report Name Description Repart Category Format Execution Date Action
1696443938868 AAAZUreAD_Login reportDesc. 1696443918157 Investigate Queries POF 10/04/2023
1696443854347 AAAZUreAD_Login reportDesc. 1696443836226 Investigate Queries POF 10/04/2023
1688642486566 AMAzureAD_Login reportDesc_1688642410827 Investigate Queries PDF 07/06/2023

& Download

Q¢

25



Reports 03 c

“'BRA Dashboard Investigate Studio Respond Reports Pipelines Configure Q  open ‘;emﬂ E

Reports Choose file to upload to GRA, you can either browse for it on your computer or simply drag and drop into a box outlined below.

October 30 2024
9:38:04 "MuTc)




Reports 04 c

'BRA Dashboard Investigate Studio Respond Reports Pipelines Configure Q C:ewca:-esﬂ E

New Search query

TODAY  YESTERDAY LAST24HOURS LAST7DAYS LAST30DAYS PREVIOUS WEEK PREVIOUSMONTH  PREVIOUS 3MONTHS  PREVIOUS 6 MONTHS  PREVIOUS 12 MONTHS

+r7 | ACTVITIES ANOMALIES USERS ACCOUNTS | = | ENTITIES ROLES | -7y | ENTITLEMENTS ACCOUNT ENTITLEMENTS RESOURCES | -, | PEER GROUPS
i A 2 mn M -1° a3 2 (o -

WATCHLISTS ASSETS
2o] na |

-

Query based
How to Search custom reports can
The feature enahles a user to submit a specific search query and filter the data based on the query. The tabs Activities, be run as per
Users, Accounts display the distinct values of their attributes based on the search query. business need

» Explore Investigate Search reportDesc_1730281188520

> Saved Queries

reportJobName_1730281188520

Investigate Queries x

October 30™ 2024 o
9:40:00 AM(UTC) O @ &



Data Export 01 (Investigate)

'BRA Dashboard

Studio Respond

Reports

Pipelines

Configure

mvemv LAST24HOURS LAST7DAYS LAST30DAYS PREVIOUSWEEK PREVIOUSMONTH  PREVIOUS 3MONTHS  PREVIOUS 6 MONTHS  PREVIOUS 12 MONTHS

:11 ACTIVITIES A-
“ ¥

109.6K

Attributes (4 < Hide

200 Employee ID
0 hostname
25 Resource Name
200 Account Name
0 alerttype
2 application
200 autonomoussystemnumbs
200 autonomoussystemnumbs
0 categorycount
confidencelevel

o o

confidencelevelint
12

@

country

=]

Endpoint Type
eventcategory

o

ANOMALIES [
-

200 Event
eventid

-

16 Event Type
0 group
200 hostname
0 iocdescription
0 ioctype
0 links3href
0 links3rel
2 logtype

Time ~
09:43:0
10/30/2024

09:43:.00

10/30/2024

09:43:.00

10/30/2024

09:43:00

10/30/2024

9:43;

09:43:0
10/30/2024

09:43:00

10/30/2024

09:43:00

10/30/2024

9:43;

09:43:0
10/30/2024

09:43:00

10/30/2024

09:43:00

USERS m ACCOUNTS | ==

Event

Resource Name = GRA Agent

Resource Name = GRA Agent

Resource Name = GRA Agent

Resource Name = GRA Agent

Resource Name = GRA Agent

Resource Name = GRA Agent

Resource Name = GRA Agent

Resource Name = GRA Agent

Resource Name = GRA Agent

Resource Name = GRA Agent

ENTITIES

@ ROLES
-

Tenant Name = Organization Name
Tenant Name = Organization Name
Tenant Name = Organization Name
Tenant Name = Organization Name
Tenant Name = Organization Name
Tenant Name = Organization Name
Tenant Name = Organization Name
Tenant Name = Organization Name
Tenant Name = Organization Name

Tenant Name = Organization Name

ENTITLEMENTS

3 ACCOUNT ENTITLEMENTS

E‘ RESOURCES
=

Event = 2024-10-30 09:43:00 INFO scheduled execution at 2024-10-30 09-43:00
Event = 2024-10-30 09:43:00 INFO scheduled execution at 2024-10-30 09:43:00
Event = 2024-10-30 09:43:00 INFO scheduled execution at 2024-10-30 09:43:00
Event = 2024-10-30 09:43:00 INFO scheduled execution at 2024-10-30 09:43:00
Event = 2024-10-30 09:43:00 INFO scheduled execution at 2024-10-30 09:43:00
Event = 2024-10-30 09:43:00 INFO scheduled execution at 2024-10-30 09:43:00
Event = 2024-10-30 09:43:00 INFO scheduled execution at 2024-10-30 09-43:00
Event = 2024-10-30 09:43:00 INFO scheduled execution at 2024-10-30 08-43:00
Event = 2024-10-30 09:43:00 INFO scheduled execution at 2024-10-30 09:43:00

Event = 2024-10-30 09:43:00 INFO scheduled execution at 2024-10-30 09:43:00

PEER GROUPS

Event Type = heartbeat

Event Type = heartbeat

Event Type = heartbeat

Event Type = heartbeat

Event Type = heartbeat

Event Type = heartbeat

Event Type = heartbeat

Event Type = heartbeat

Event Type = heartbeat

Event Type = heartbeat

< WATCHLISTS

IP Address = 192.168.6.22

IP Address = 192.168.6.28

IP Address = 192.168.6.30

IP Address = 192.168.6.161

IP Address = 192.168.6.74

IP Address = 192.168.6.62

IP Address = 192.168.6.20

IP Address = 192.168.6.18

IP Address = 192.168 6.88

IP Address = 192 168.6.31

+) Add Alert

] ASSETS

"

Audit Date = 10/30/2024 05:43:03

Audit Date = 10/30/2024 09:43.03

Audit Date = 10/30/2024 09:43.03

Audit Date = 10/30/2024 09-:43:03

Audit Date = 10/30/2024 05:43:03

Audit Date = 10/30/2024 05:43:03

Audit Date = 10/30/2024 05:43:03

Audit Date = 10/30/2024 05:43:03

Audit Date = 10/30/2024 05:43:03

Audit Date = 10/30/2024 05:43:03

Q. OpenCases “

) Save Load

Report

#% Custom Date

Tabular Layout
Event Day = 10/31

Visualize

Event Day = 10/3 5 Modes

Event Day = 10/30/2024

Event Day = 10/30/2024

Event Day = 10/30/2024

Event Day = 10/30/2024

Event Day = 10/30/2024

Event Day = 10/30/2024

Event Day = 10/30/2024

Event Day = 10/30/2024

options Show Chart
Excel 9.6K
csv




Data Export 02 (Dashboard)

“'GRA |Dashboard | Investigate  Studio  Respond  Reports

Dashboard Options
Owner graham read

Auto Arrange
P Rename

Share

) Duplicate

 Set As Default
Entire Dashboard

data can be
exported in PDF
¥ Download format

(" Refresh

Change Owner

Pipelines

Configure

Recent True Positive TTPs

Q Open Cases n

29



Data Export 03 (Reports)

'BRA Dashboard

2 | Organizati..

Report Name

User Access - Windows - Report

Compliance - Cyber Essentials -

User Account Changes - Windows -

Report

Compliance - Cyber Essentials -
User Account Validation - Report

Compliance - Cyber Essentials -
User Group Changes - Windows -

Report

Compliance - ECC - Account
Group Changes - Report

Report Id

1724935649053

October 30% 2024

Investigate Studio

Description

Secure Configuration,

Cyber Essentials Requirement D.2
Secure Configuration

Cyber Essentials Requirement D.2
Secure Configuration,

Cyber Essentials Requirement D.2
Secure Configuration

Cybersecurity event logs and
monitoring management

Report Name

Compliance - ECC - Account Group

Changes - Report

Respond Reports Pipelines Configure

Type Administrator
nivesuyale wusies

) ) arti kane@gurucul.com
Investigate Queries

X ) arti.kane@gurucul.com
Investigate Queries

X ) arti.kane@gurucul.com
Investigate Queries

. graadmin
Investigate Queries

Description Report Category

Cybersecurity event logs and

N Investigate Queries
monitoring management

Created Date

U L0 LULH WIS

09/25/2024 08:58:49

09/25/2024 08:38:47

09/25/2024 08:55:13

08/29/2024 12:47:28

Format

PDF

CLASSIFERS

ReportName v  Ascending v Showing 50 of 131 Compl Q

History

+3) VI sy

£7) View History

1) View History

£T) View History

£T) View History

Execution Date v

Execution Date

08/29/2024

Descending v Showing 1 of 1

Action

Action

Reports Can be
Downloaded in
CSV, PDF and TXT
format

Run Now X

reportJobName_173028187179!

reportJobDesc_1730281871795

reporiDisplayName_173028187°

Select Tenants

START

9:51:23 AM(uTc)



Export 04 (User/Entity Profile)

TITLE

Senior Trust Cons..

DEPARTMENT
Sales and Trading

< Sep08-Sep

RISK

34% increase in risk score for

time period User/Entity Profile
can be downloaded

in PDF format
ANOMALIES
10 of 11 Anomalies are new
for time period

if1 ACTIVITIES

DEVICES &
PLACES

MANAGER

yb36657

START DATE
0571972011

END DATE

09/01/2023




Case Management 01 (Case)

GRA

2 | Organizati...

Dashboard

~

PREVIOUSWEEK ~ PREVIOUS MONTH

Cases

1o

Investigate Studio

Reports Pipelines

Configure

Threat Distribution

CLASSIFIERS

)

Anomaly Count % = Ascending ~ Showing 16 of 16 QA
T
Caseld Tenant Name Anomaly Count & Employee ID Entity Status Open Date Risk Date Owner Name Risk Score History Action
Cs-158 Organization Name 1 Dylon Gayhart ® dg37177 Open 09/20/2024 09/18/2024 raadmin £3) View Histol
9 Pty g P 9 87 ry
. Bostone e -
CS159 Organization Name 1 betra0 bs41990 Open 09/20/2024 09/19/2024 graadmin m 87 {T) View History mestiga
. Q -~
CS-160 Organization Name 1 25761 ac25761 Open 09/20/2024 09/19/2024 graadmin ® View History igat
Cs161 Organization Name 1 192.168.7.47 Open 09/20/2024 09/18/2024 graadmin @ View History
Cs-162 Qrganization Name 1 192.168.7.41 Open 09/20/2024 09/18/2024 graadmin %) View History

October 30 2024

10:06:19 AM(uTC)




Case Management 02 (Case)

Caseld Tenant Name Anomaly Count * & Employee ID Entity Status Open Date Risk Date Owner Name Risk Score
OrganizationName 1 i’g;:fayhm ® worm Open 09/20/2024 09/18/2024 graadmin m 87
Anomaly Name Resource Name Event Desc Event By Event By Type Assignee Assignee Type Date + Comment
lZJ:n:;I:(r: f:iii;g Phishing URL Detected by TI- Zscaler Proxy Opened graadmin User Platform ReadOnly Role 09/20/202412:27:29
User Accessing Phishing URL Detected by T~ Zscaler Proxy Opened graadmin User graadmin Role 09/20/202412:27:29

Zscalar Proxy

History

Action

{T) View History

Date

v Descending ¥  Search

(2 e |+

Action

Q¢

33



Case Management 03 (Actions)

Caseld Tenant Name Anomaly Count * :aEnn:;Iuyee D Entity Stafus Open Date Risk Date Owner Name Risk Score History

> C§158 OrganizationName 1 ﬁl;r;?Gayharl @ dg3n77 Open 09/20/2024 097182024 graadmin m 87 {T) View History

) C5159 Organization Name 1 Eii‘t;]ne” 0 bs41990 Open 09/20/2024 09/19/2024 graadmin m 87 1) View History Investiy
» C8160 OrganizationName 1 ir;z:ﬁ?happe... @ ac25761 Open 09/20/2024 09/19/2024 graadmin m 87 {T) View History Investi
» C3161 OrganizationName 1 192.168.7.47 Open 09/20/2024 09/18/2024 graadmin m 89 {T) View History Investig
» C8162 OrganizationName 1 192.168.7.41 Open 09/20/2024 0918/2024 graadmin m 89 {3) View History

Add Comments
Assign
Change Owner

Close

Close As Risk Managed

In Progress
Model Review

0On Hold

34



Alerts O

GRA Dashboard Investigate Studio

Reports Pipelines Configure Q

2 | Organizati.. ~

TMIN  S5MIN  1HOUR ER  Custom Date

Alerts

266 0

Tenant Name ~  Descending v Showing 30 of 266 Search Q ¢
Tenant Anomaly Name & Assignee
Alert Id Name Name Employee ID Entity Status Incident Type  Clas Resource Name Detection Timestamp Assignee Type Severity Risk Score History Action
Categories
-
Pattern
UserAgent - Analysis,
SCAN- SEDEMO,
. Sipvicious Kill i
el at dmin,Platf O Vi 2
hi186329 NE;Z'Z 0 UserAgent Gurucul_India..  Open Chain Suricata Alert 10/20/2024 11:25:32 i’::dc']: ‘I"' T RoLE m 7 Em'ew
petected - y v
(friendly- Weaponization,
scanner) Resources
-
Suricata
Alert
Categories
-
Pattern
MSSQL Port gg;z;;
Scan / Attack Resuurcés -
Orgenization - Suspic i Pt DV
AL186579 N’fr:zﬂ fon mb“:fr:g'f:s GuruculAPA..  Open > Suricata Alert 10/30/2024 10:05:32 ?i:adc:: ‘I"' ¢ RoLe m 9 Em'ew [ v
Suricata v Y o
mySQL port Alert
3306 !
Kill
Chain
-
Delivery

35



Playbook Action

“'GRA Dashboard

& | Organizati. v

Investigate Studio

Respond Reports Pipelines

Configure

Playbook Name w  Ascending

Search QA

v Showing 30 of 101

Playbook Name

#Block Email and Disable User

Tenant Name

Organization Name

Description Added Date

#Block Email and Disable User 09/14/2023 22:40:50

Added By

habeeb.ali@gurucul.com

Modified By

Modified Date

History

D) View History

Action

Account Account
Start Date v Descending v Showing9of9 Search Q o
Executed By Start Date End Date Execution Status Error Message Screen Type Execution Stage Detail.
paul john@gurucul.com 10/28/2024 08:20:40 10/28/2024 08:20:40 Success Investigate Users (1) View Details
david.croteau 03/04/2024 18:33:29 03/04/2024 18:33:29 Success Investigate Activities %) View Details
graadmin 01/12/2024 20:50:21 01/12/2024 20:50:21 Success Investigate Activities @ View Details
graadmin 12/12/2023 16:23:52 12/12/2023 16:23:52 Success Investigate Activities @ View Details
david.croteau 11/07/2023 17:16:17 11/07/20231716:17 Success Investigate Activities 1) View Details
david.croteau 11/07/2023 15:58:52 11/07/2023 15:58:52 Success Investigate Activities () View Details
david.croteau 11/06/2023 14:22:12 11/06/2023 14:22:12 Success Investigate Activities D) View Details
david.croteau 11/06/2023 14:20:59 11/06/2023 14:21:00 Success Investigate Activities %) View Details
graadmin 09/26/2023 13:48:40 09/26/2023 13:48:40 Success Investigate Activities 1) View Details

#This playbook blocks IP

October 30% 2024
10:27:29 AM(utc)

#This playbook blocks IP




MITRE Mapping with Models

“'GRA Dashboard

Investigate

& | Organizati.. v Studio %) Add Canvas

Classifiers
Categories
MITRE
Defense Evasion
Initial Access
Persistence
Privilege Escalation
Exfiltration
Collection
Credential Access
Discovery
Execution
Command and Control
Impact
Lateral Movement
Reconnaissance
Resource Development
TA0007: Discovery
TAD010: Exfiltration
TADO40: Impact
Telemetry
Resources

Technology Group

October 30% 2024
10:21:33 AM(uTc)

Studio

Respond

Reports Pipelines

Model Name +

Zscaler Proxy -
Suspicious Payload
Download

Windows Host - Pass
The Hash Pattern

Vulnerable Host
Exploitation -
ROMCOM Remote
Trojan

User Sharing
Document To External
Users - Collaboration
Tools -
TAOD10:Exfitration

Tenant Name

Organization Name

Organization Name

Organization Name

Organization Name

Configure

Classifiers

Resources -> Zscaler
Proxy, MITRE ->
Execution, Categories
-> Host Compromise,
Categories ->
Suspicious or
Malicious Behavior

Categories -> Default,
Resources >
Windows Security,
MITRE -> Lateral
Movement, MITRE ->
Credential Access,
Threat Intelligence,
ITDR

Resources -> Carbon
Black, MITRE >
Privilege Escalation,
Compliance -> NIST,
SEDEMO

Technology Group =
Collaboration Tools,
Categories -> Insider
Threat - Espionage /
Snooping / Hoarding,
MITRE -» Exfiltration,
MITRE -> Exfiltration -
> Exfiltration Over

Added Date

08/24/2023 20:09:24

09/19/2024 19:30:32

06/29/2023 01:41:02

10/07/2024 19:01:25

Added By Modified Date

graadmin 10/15/2024 16:30:20

graadmin 09/19/2024 21:24:26

graadmin 09/14/2024 05:37.50

habeeb ali@gurucul.con 10/08/2024 06:27:40

Medified By

amol.bhagwat

graadmin

graadmin

graadmin

‘Showing 30 of

History

1) Audit History

1) Audit History

(1) Audit History

%) Audit History

Q  OpenCases B

ENABLE ALL [ oN . Load







